Online Safety 2026



The biggest lesson we can
learn as adults is to make
children feel valued...

Most risks online come back
to self-affirmation
(we all want to feel liked and valued.)

Offenders seek to exploit vulnerability.

Be vigilant

Be aware

Open conversations
Support




Build Digital Resilience
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Have a read: Building Digital Resilience

To help prevent the harm, children need to be streetwise online. This is
sometimes called digital literacy, and it has three elements:
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Techunical (iteracy

N

Knowing your way
around technologies and

having technical skills.
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Media. Literacy

N

Understanding different
platforms and being able
to judge the quality and

\reliobilitg of online sources./
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Social Ciferacy

Understanding online
etiquette and the way
things are done online.
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https://www.kidsonlineworld.com/building-digital-resilience.html

Pocitivee of the Online World
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Access to global knowledge and educational resources
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Tools for creativity, collaboration and learning
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Social Connection and community building
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Confidence and Independence
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snapchat




' Youtvbe

> YouTube Children's Media Literacy Report (Ofcom, 2025) Q ecp.

Top 5 online communication apps/sites used - by age group

Snapchat

3-5 6-7 8-9 10-12  13-15  16-17 AAH‘”




oogle

_ u G

AUTOPLAY



https://www.bbc.co.uk/teach/topics/cp440njz78zt

Fake News/ Echo chambers

Can fake stories
have a real impact
on our lives?

Disinformation
False information that's
created and shared to
deliberately cause harm.

Curate what they
read, what they listen

Misinfarmation to; promote critical
thinking. Challenge

Misleading information their view and ask
created or disseminated questions. Put it in @
without a deliberate intent » [ESSclgieReelyioes
to cause harm.




(anguage Choice

‘jus’c
banter”

“‘part of

: It is essential we challenge
4 , ' behaviours as it can lead to a culture

‘just having

bei b » | Of unacceptable behaviour, an

tlng OHS *1 unsafe environment for children and

\y in worst case scenarios a culture that
‘ normalise abuse.




Addiction
lfoice Alferation
Cross Play

(anguage exposure



Gambling with Gaming
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There are laws
which make it
illegal for young
people to take
part in most
gambling
activities, but
there are also
types of gambling
that everybody is
allowed to do...
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Gaming Support

Have o balanced underctanding

Learn about gamee TOGETHER

Find ovt WHO they play with

Use Airplane Mode to avoid purchasing
Look at the age ratinge and guidance

Agree digital boundaries



Gaming Support

What is it about the game you fike?

How can WE make it cafer?

What will T say about the game?




Social Media Pressures

Validation Healthy Habits are key!
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...restore balance, enforce a digital

detox, ensure boundaries are in place!




Deepfakes

Al-generated Inappropriate content

Dependence on Al
Exploitation including Sextortion
Misinformation & Disinformation

Bias & Discrimination




Parasocial AL & Relationchipe

Real connection vs. digital illusion?

!

It feels like someone
finally understands me

Care
Attention

No judgement
Understanding
Feels safe

One-sided
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The impact of AL on young people

Difficulty Distinguishing

Real from Fake
AR A 3
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Grooming and Manipulation .=
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Impact on Self-Esteem and s

Body Image

Reduces face to face
interactions

Social Isolation and Trust
SEES

Long-Term Mentkl Health
Risk




How to Keep Children Safe

KIDS W@RLD PROFESSIONALS PARENTS & CARERS ~ CHILDREN & YOUNG

8 top Tips:

— Be
O Chlldnet Teachers & professionals v Parents &carers v Young people v Q - Mlndful

-

Give to KEEP THEM

Help and Advice

. . others
Keeping under fives safe

online

e ARRONLINE

Online safety advice for parents and carers

with young children . ; s
Home Getadvice Concerned aboutyourchild? Howtogethelp@ Home SafetyActivities  #AskTheAwkward @

©parentzone Whoweare  Products &

For Their
Future

We're working towards a safer digital world of
opportunities.

I'd like information and advice on
keeping my child safe

I'm concerned about my child Reporting an incident to CEOP

Read more

> I'd like information and advice on
keeping my child safe

> I'mconcerned about my child > Reporting an incident to CEOP



https://www.childnet.com/help-and-advice/keeping-young-children-safe-online/
https://www.thinkuknow.co.uk/parents/
https://parentzone.org.uk/
https://www.kidsonlineworld.com/
https://www.internetmatters.org/wp-content/uploads/2017/05/childrens-commissioners-office-digital-5-a-day.pdf

How to Keep Children Safe

Childven WIL( make mictakes!

Create a cultvre in

which they can
tel...

“I wouldn't want to be called a snitch”
N = 4%

N 12%
RS BN 43 %

“I'd worry that | was to blame”
S o= 30% l

= 33%
R TERTEEarT B 48%

Total

29*
39*

Total

30*

“My parents/carer would stop me using the internet”

BN 2= 13%
piateekE] _18%
B 49%




Parent Controls

Y For families & For schools

Qustodio

Product v Pricing Learn v Support v

he all-in- @

;afeantqllnc::t?'ol LO TEGY
and c!igital wellbeing il

solution

Over 4 million parents trust Qustodio’s parental control
tools to keep their kids’ screen time safe and balanced on
every device—all from a single dashboard

Device

Security ¢ Identity

o @

Online 6 @ Home &
Privacy Family

Internet

matters.or .
X =09 () UK Safer Internet Centre



https://www.qustodio.com/en/
https://www.qustodio.com/en/
https://locategy.com/
https://locategy.com/
https://www.nortonlifelock.com/us/en/
https://www.nortonlifelock.com/us/en/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/parental-controls/
https://saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider
https://saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/

Parent Controls

.Google Family Link

Available on App and Android

Stores.

Monitor Screen Time.

Manage Apps.

Set sleep time.

See where they are.

2hr 15 min

Establish boundaries for
your family online.

Apple Parental Control

Restrict Apps

Set time limits

Filter web content

Restrict the game

centre.

< Settings Screen Time

e o sy s i

8 App Limits
Set time limits for a

Communication Limits

O Always Allowed
Choose apps you want at

@ Content & Privacy Restrictions
Block i ont

\appropriate cont

Turn Off Screen Time

n37
€ Back Content Restrictions
Ratings For
Music, Podcasts, News & Workouts
Music Videos
Music Profiles
Movies
TV Shows
Books

Apps

App Clips

Web Content

Web Search Content
Explicit Language
JAME CENTER
Multiplayer Games

AddINg Friend Smmmm——
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You must talk to your young people -
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this is where vour greatest learning will come from!



